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Abstract
Abnormal pattern prediction has received a great deal of attention from both academia
and industry, with applications that range from fraud, terrorism and intrusion detection
to sensor events, medical diagnoses, weather patterns, etc. In practice, most abnormal
pattern prediction problems are characterized by the presence of a small number of labeled
data and a huge number of unlabeled data. While this points most obviously to the adop-
tion of a semi-supervised approach, most empirical studies have opted for a simplification
and treated it as a supervised problem, resulting in a severe bias of false negatives. In
this paper, we propose an innovative methodology based on semi-supervised techniques
and introduce a new metric the Cluster-Score for abnormal homogeneity measurement.
Specifically, the methodology involves transmuting unsupervised models to supervised mod-
els using the Cluster-Score metric, which defines the objective boundaries between clusters
and evaluates the homogeneity of the abnormalities in the cluster construction. We apply
this methodology to a problem of fraud detection among property insurance claims. The
objectives are to increase the number of fraudulent claims detected and to reduce the pro-
portion of claims investigated that are, in fact, non-fraudulent. The results from applying
our methodology considerably improved these objectives.
Keywords: Outlier Detection, Semi-Supervised Models, Fraud, Cluster, Insurance
1. Introduction
The problem we seek to solve is the prediction of abnormalities in an environment with
highly unbalanced samples and a huge mass of unlabeled data. A typical example of such a
situation is provided by fraud detection. In general, we only have partial information about
fraud cases, as well as possibly some information about false positives, that is, cases that
are considered suspicious but which prove to be cases of non-fraud. The problem here is
that we cannot label these cases non-fraud simply because they were initially considered
suspicious. For this reason, we know nothing about non-fraud cases. Moreover, fraud tends
to be an outlier problem, given that we are dealing with atypical values with respect to
regular data. Hence, it is likely that we only dispose of information about an extremely
small sample. Yet, it so transpires, that this information is extremely useful and should not
be discarded. In contrast we have a considerable amount of data that may contain fraud
∗. The author would like to thank to Cristina Rata and Joan-Ramon Borrell for constructive criticism of
the manuscript
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and or non-fraud cases and, as such, we cannot treat these data using traditional supervised
algorithms.
The problem, simply stated, therefore, is how can we predict these outliers? To represent
this typical case we apply an innovative semi-supervised methodology to a real fraud case.
Specifically, we draw on information provided by a leading insurance company as we seek to
predict fraudulent insurance claims. In general terms, such claims fall into two categories:
one, those that provide only partial or untruthful information in the policy contract; and,
two, those that are based on misleading or untruthful circumstances (including exaggera-
tions). It has been estimated that cases of detected and undetected fraud represent up to
10% of all claims in Europe (The Impact of Insurance Fraud, 2013), accounting for around
10-19% of the payout bill.
In the sector, the main services contracted are automobile and property insurance, repre-
senting 76% of total claim costs. However, while many studies have examined automobile
fraud detection (see, for example, Arts et al., 1999 and 2002; Viaene et al., 2007; Wilson,
2009; Nian et al., 2016), property fraud has been largely neglected, perhaps because detec-
tion is more difficult as witnesses are infrequent or typically tend to cohabitants.
Here, therefore, our main objective is to present a variety of semi-supervised machine learn-
ing models applied to a fraud detection problem. In so doing, we aim to develop a method-
ology capable of improving results in classification anomaly problems of this type. Our
reasoning for using semi-supervised models is best explained as follows. Statistically speak-
ing, fraud is a special case of outliers, that is, of points in the dataset that differ significantly
from the remaining data. Such anomalies often result from unusual events that generate
anomalous patterns of activity. Were we to use unsupervised models that is, were we
to assume that we are unable to distinguish between fraudulent and non-fraudulent cases
what we defined as outliers, noise or normal data would be subjective and we would have
to represent that noise as a boundary between normal data and true anomalies without any
information. But, as mentioned, the number of fraud cases detected is small; however, they
constitute a useful source of information that cannot be discarded.
On the other hand, supervised models are inappropriate because, in general, we face a major
problem of claim misclassifications when dealing with fraud detection (Arts et al., 2002).
Fraud detection, typically, comprises two stages: first, it has to be determined whether the
claim is suspicious or not (Viaene et al, 2007); and, second, all cases considered suspicious
have to be examined by fraud investigators to determine whether the claim is fraudulent or
not. This means that unsuspicious cases are never examined, which is reasonable in terms
of efficiency, especially if the process cannot be automatized. Insurance adjusters have little
time to perform an exhaustive investigation. Yet, the process does provide us with partial
information, that is, labels for what is a small sample. Clearly, using a supervised model
in this instance adds bias to the confusion matrix. Essentially, we will detect severe bias
in false negatives and, therefore, many cases which are in fact fraudulent will be predicted
as being non-fraudulent (Phua et al., 2004). Indeed, when using supervised algorithms we
assume that the system in place is capable of discerning perfectly between fraudulent and
non-fraudulent claims, an outcome that in practice is infrequent and referred to in the lit-
erature as an omission error (Bollinger and David, 1997; Poterba and Summers, 1995).
Clearly, the information provided in relation to those cases considered suspicious is more
likely to be specified correctly once we have passed the first stage in the fraud detection
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process. This information will be useful for a part of the distribution (that is, it will reveal if
a fraudulent claim has been submitted), which is why it is very important this information
be taken into account. For this reason, fraud detection is notorious for being considered a
semi-supervised problem because the ground truth labelling of the data is partially known.
Here, therefore, we seek to make three contributions to the literature: First, we apply in-
novative semi-supervised techniques to anomaly detection; second, we create a new metric
that permits us to evaluate the homogeneity of abnormalities in the cluster construction;
and, third, we apply this model to an actual property insurance claim fraud problem for
the first time, using a real dataset provided by a leading insurance company.
2. Metodhology
Outlier detection models seek to separate regular from outlier observations. If we have
labeled data, the easiest way to proceed is by employing a supervised algorithm. However,
in the case of fraud, this implies our knowing everything about the two classes of observa-
tion that is, we would know exactly who did and did not commit fraud, a situation that is
extremely rare. In contrast, if we know nothing about the labeling, that is, we do not know
who did and did not commit fraud, several unsupervised methods of outlier detection can
be employed, for example, isolation forest, one-class support vector machines, and elliptic
envelopment. However, they tend to be less precise and we have to assume some subjective
boundary.
If, however, we have some label data about each class, we can implement a semi-supervised
algorithm, such as label propagation or label spreading. Yet, these methods require that
we have some information about every class in our problem, something that is not always
possible. Indeed, disposing of label data information about each class is quite infrequent
in certain practical problems. Additionally, we face the problem of unbalanced data, which
means we rarely have clean, regular data representing the population. In fraud problems,
as a norm, the data are highly imbalanced and skewed, which results in a high but biased
success rate.
In the light of these issues, we propose an innovative semi-supervised technique that can
assess not only a highly unbalanced dataset problem but also one for which we have no infor-
mation about certain classes. In this regard, fraud detection represents an outlier problem
for which we can usually identify some, but not all, of the cases. We might, for example,
have information about false positives, that is, investigated cases that proved not to be
fraudulent. However, simply because they have raised suspicions does not mean they can
be considered representative of non-fraudulent cases. In short, what we usually have are
some cases of fraud and a large volume of unknown cases (among which it is highly likely
cases of fraud are lurking).
Bearing this in mind, we propose the application of unsupervised models so as to relabel
the target variable. To do this, we use an innovative metric that measures how well we
approximate the minority class. We can then transform the model to a semi-supervised
algorithm. On completion of the relabeling process, our problem can be simplified to a
supervised model. This allows us not only to set an objective boundary but to obtain a
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(a) Desired Clusters (b) Non-desired Clusters
Fig. 1. Possible clusters
gain in accuracy when using partial information, as Trivedi et al. (2014) have demonstrated.
2.1 Unsupervised Model Selection
We start with a dataset of 303,166 cases. We set aside a 10% random subset for final evalu-
ation. Hence, our dataset consists of 270,479 non-identified cases and 2,370 cases of fraud.
The main problem we face in this unsupervised model is having to define a subjective bound-
ary. We have partial information about fraud cases, but have to determine an acceptable
threshold at which an unknown case can be considered fraudulent. When calculating unsu-
pervised classification models, we reduce the dimensions to clusters. Almost every algorithm
will return several clusters containing mixed-type data (fraud and unknown). Intuitively,
we would want the fraud points revealed to be highly concentrated into just a few clusters.
Likewise, we would expect some non-revealed cases to be included with them, as in Figure
1.a:
On the other hand, we would want to avoid situations in which abnormal and normal
cases are uniformly distributed between groups, as in Figure 1.b. However, a limit of some
kind has to be defined. But, how many of the unknown cases can we accept as being
fraudulent?
A boundary line might easily be drawn so that we accept only cases of detected fraud or we
accept every possible case as fraudulent. Yet, we know this to be unrealistic. If we seek to
operate between these two both extremes, intuition tells us that we need to stay closer to
the lower threshold, accepting only cases of fraud and very few more, as Figure 2 illustrates.
But once more, we do not know exactly what the correct limit is. In this way, however,
we have created an experimental metric that can help us assign a score and, subsequently,
define the threshold. This metric, which we shall refer to as the cluster score (CS), calcu-
lates the weighted homogeneity of clusters based on the minority and majority classes.
CS = (1 + α2)
C1 ∗ C2
C1 + C2 ∗ α
Essentially, it assigns a score to both the minority-class (C1) and the majority-class (C2)
clusters based on the weighted conditional probability of each point. The mathematical
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Fig. 2. Desired threshold
(a) Unsupervised output (b) Relabeled clusters
Fig. 3. Possible clusters
formulation can be consulted in Appendix 1.
We should stress that each time we retrieve more information about the one-class cases that
have been revealed, this threshold improves. This is precisely where the entropy process of
machine learning appears. In the one-class fraud problem discussed above, we start with
an unknown distribution for which some data points are known (that is, the fraud sample).
Our algorithms, using the CS proposed, will gradually get closer to the best model that
can fit these cases of fraud, while maintaining a margin for undiscovered cases. Now, if
we obtain new information about fraud cases, our algorithms will readjust to provide the
max CS again. As the algorithms work with notions based on density and distances, they
change their shapes to regularize this new information.
Once the best unsupervised model is attained (that is, the model that reaches the max CS),
we need to decide what to do with the clusters generated. Basically, we need to determine
which clusters comprise fraudulent and which comprise non-fraudulent cases. The difficulty
is that several cluster will be of mixed-type: that is, minority-class points (fraud cases)
and unidentified cases, as in Figure 3.a, where the 0s are unidentified cases and the 1s are
minority-class points.
In defining a threshold for a fraud case, we make our strongest assumption. Here, we
assume that if a cluster is made up of more than 50% of fraud cases, this cluster is a
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fraud cluster, otherwise, it is a non-fraud cluster. The distinction introduced is clear: The
non-fraud cluster is no longer an unidentified cluster. By introducing this assumption, we
state that they are actually non-fraudulent cases. This definition acts as the key for our
transition into a semi-supervised model.
As Figure 3.b shows, cluster 1, being composed of more than 50% fraud cases, now forms
part of the more general fraud cluster, together, obviously, with the fraud cases already
detected. The remaining cases that do not belong to such a dense fraud cluster are now
considered non-fraud cases.
The unsupervised algorithm can thus be summarized as follows:
Algorithm 1 Unsupervised Algorithm
1. Load dataset: Overweight fraud cases given the same weight as unknown cases.
2. Iterate through model k and the vector of tuning parametersi.
3. j clusters will generate for each k, i. that is Ci,k = {C1i,k, C2i,kCni,k}.
4. For each Cji,k we calculate C1 and C2 (see Appendix), and obtain the cluster score
CSi,k.
5. We define the acceptable threshold t∗ for a cluster to be considered a fraud cluster or
not.
6. We choose the optimal CS∗ where CS∗ = argmax{CSI,K}, CSI,K is the cluster
vector for each pair k, i.
7. We relabel the fraud variable using the optimal clustering model derived from CS∗.
Each unknown case in a fraud cluster is now equal to 1. Known fraud cases are equal
to 1. Remaining cases are equal to 0.
2.2 Supervised Model Selection
We now have a redefined target variable that we can continue working with by applying
an easy-to-handle supervised model. The first step involves resampling the fraud class to
avoid unbalanced sample problems. We oversample the dataset to obtain a 50/50 balanced
sample.
The second step involves conducting a grid search and a ten cross-validation (CV) based
on the F-Score1 to obtain the optimal parameters for three different models: extreme ran-
domized tree, gradient boosting and a light XGB. Additionally, we combine these classifiers
using stacking models.
Once we have the optimal parameters for each, we calculate the optimal threshold that
defines the probability of a case being fraudulent or non-fraudulent, respectively.
1. The F-Score was constructed using β = 2, as we needed to place greater weight on the recall.
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Finally, we identify the two models that perform best on the combined valid/test dataset
the best acting as our main model implementation, the other controlling that the predicted
claims are generally consistent.
Algorithm 2 Supervised Algorithm
1. Load dataset with the relabeled target variable. Oversampling to obtain a 50/50
balance sample.
2. Apply grid search and CV to obtain the optimal parameters based on the F-Score
results for each Mi model.
3. Generate stacking models Sj using different combinations of metaclassifiers based on
the Mi models.
4. Obtain the optimal threshold for each Mi and Sj based on F-Score results.
5. Identify the best two models. The best model is Base Model B∗. And the second best
is Control Model C∗.
6. Finalize the output probabilities.
3. Data
We use an insurance fraud dataset provided by a leading insurance company in Spain for
the period 2015-2016. After sanitization, our main sample consists of 303,166 property
claims, some of which have been analyzed as possible cases of fraud by the Investigation
Office (IO)2.
Of the cases analyzed by the IO, 48% proved to be fraudulent. A total of 2,641 cases were
resolved as true positives (0.8% of total claims) during the period under study. This means
we do not know which class the remaining 99.2% of cases belong to. However, the fraud
cases detected provide very powerful information, as they reveal the way in which fraudu-
lent claims behave. Essentially, they serve as the pivotal cluster for separating normal from
abnormal data.
A data lake was constructed during the process to generate sanitized data. We obtain 19
bottles containing different types of information related to accident claims. These bottles
contain variables derived from the companys daily operation, and variables that are trans-
formed in several of their aspects. In total we have almost 1,000 variables. We briefly
present them here to help explain which concepts were chosen for the model.
4. Results
Table 2 shows the main unsupervised modeling results. Mixed models tend to provide the
best results. However, mini-batch K-means is not only much faster, it also provides the
2. The system applied before to detect fraud corresponds to a rule based methodology.
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Bottles Descriptions
Id ID about accident, policy, person, etc.
Customer Policyholders attributes embodied in insurance policies: name, sex, age, address, etc.
Customer-Property Customer related with the property data
Dates Dates of about accident, policy, visits, etc.
Guarantees Coverage and guarantees of the subscribed policy
Property Data related to the insured object
Payments Policy payments made by the insured
Policy Policy contract data, including changes, duration, etc.
Loss-Adjuster Information about the process of the investigation but also about the loss adjuster
Accident Brief, partial information about the accident, including date and location
Intermediary Information about the policies intermediaries.
Customer-Object-Reserve The coverage and guarantees involved in the accident
Historical Accident Historical movements associated with the reference accident
Historical Policy Historical movements associated with the reference policy (the policy involved in the accident).
Historical Other Policies Historical movements of any other policy (property or otherwise) related to the reference policy.
Historical Other Accident Historical accident associated with the reference policy (excluding the accident analyzed).
Historical Other Policy-Accident Other accident associated with other policies not in the reference policy (but related to the customer).
Black List Every participant involved in a fraudulent claim (insured, loss-adjuster, intermediary, other professionals, etc).
Cross Variables Several variables constructed with the interaction between the bottles.
Table 1. Data Bottles
best results, returning four clusters. More than 90% of the cases in the central cluster
are fraudulent (well above our 50% threshold), but it also contains an additional 8,540
unknown cases. This is our core fraud cluster and the one we use when renaming the original
labels. We also have a small fraud cluster with an additional 16 cases. C1 indicates that
the minority-class (fraud) clusters comprise 92.9% of minority data points on a weighted
average. In contrast, C2 indicates they are made up of 92.8% of unknown cases.
Model Parameter 1 Parameter 2 n Clusters C1 C2 Cluster Score Time
Mini-Batch K-Means Iterations= 100 Batch Size = 600 4 92.9% 92.8% 92.8% 3 sec.
Isolation Forest Contamination= 0.125 nestim = 100 2 51.5% 51.1% 51.4% 5min-18min
DBSCAN Does not change Does not change 2 50.2% 49.8% 50.1% 15-80min
Gaussian Mixture Cov= Tied Tol= 0.29 5 95.0% 95.0% 96.3% 23min
Bayesian Mixture Cov= Tied Tol= 0.29 6 96.5% 96.4% 96.5% 23min
Table 2. Unsupervised model results
The tuning of each of the supervised models and of the stacking models is shown in Table
3. We first employ a validation set comprising 15% of the data to tune the parameters.
As can be appreciated, we have two recall values. The cluster recall is the metric derived
when using the relabeling target variable. The original recall emerges when we recover the
prior labelling (1 if it was fraud, 0 otherwise). As can be seen, the results are strikingly
consistent. We are able to predict fraud cluster with a recall of up to 91-98% in every case.
But, more impressively yet, we can capture the original fraud cases with a recall close to
99%. The precision is a little lower, but in almost all cases it is higher than 80%. These
are particularly good results for a problem that began as an unsupervised high-dimensional
problem in an extremely unbalanced one-class dataset.
After optimizing the models, we calculated the performance of the best models using
70/30 training-test dataset. The performance and confusion matrixes are shown in Figure
4. Both are extremely randomized trees: the first uses balance subsampling (ERT-ss) and
serves here as our base model; the second uses an ADASYN oversampling method (ERT
8
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Model Cluster Recall Original Recall Precision FBeta Treshold Time
ERT b-ss 96.7% 99.4% 81.8% 93.3% 0.539 3min
ERT b-s 97.3% 99.1% 81.7% 93.7% 0.507 10min
GB 91.0% 94.6% 74.0% 87.0% 0.634 6h30min
LXGB 91.3% 94.6% 84.1% 89.8% 0.688 4min
Stacking META=ERT 97.3% 99.2% 49.9% 81.8% 0.955 12hs
Stacking META=LXGB 93.1% 95.2% 84.0% 91.2% 0.552 12hs
Stacking META=GB 91.9% 95.2% 84.7% 90.4% 0.661 15min
Table 3. Supervised model results
b-s) and serves as our control model. The results continue to be consistent and they are
very rapid algorithms.
(a) Cluster target (b) Original target
Fig. 4. Base Model. ERT with subsampling
(a) Cluster target (b) Original target
Fig. 5. Control Model. ERT with oversampling
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5. Robustness Check
At the outset, we randomly set aside 10% of the data (30,317 claims). In this final step, to
ensure we do not face any overfitting problems, we examine these initial data in a test of
the whole process. Our results are shown in Table 4.
Original Value Prediction Cases
NOT INVESTIGATED NOT FRAUD 29.631
FRAUD NOT FRAUD 0
NOT INVESTIGATED FRAUD 415
FRAUD FRAUD 271
(a) Base Model Robustness Check.
Original Value Prediction Cases
NOT INVESTIGATED NOT FRAUD 29.656
FRAUD NOT FRAUD 8
NOT INVESTIGATED FRAUD 390
FRAUD FRAUD 263
(b) Control Model Robustness Check.
Table 4. Model Robustness Check.
As can be appreciated, the control model (Table 4.b) has a recall of 97% while the base
model (Table 4.a) has an impressive recall of 100%. However, the added value depends on
the non-investigated fraud cases, that is, cases not previously detected but which would
boost our results if shown to be fraudulent. We, therefore, sent these cases to the IO for
analysis.
The IO investigated 367 cases (at the intersection between the control and base models).
Two fraud investigators analyzed each of these cases, none of which they had previously
seen as the rule model had not detected them.
Of these 367 cases, 333 were found to present a very high probability of being fraudulent.
This means that only 34 could be ruled out as not being fraudulent. Recall that from the
original sample of 415 cases, the fact that 333 presented indications of fraud means we have
a precision of 88%, which is perfectly consistent with our original test sample (83.3-84.9%).
In short, we managed to increase the efficiency of fraud detection by 122.8%. These final
outcomes are summarized in Table 5.
Original Value Prediction Cases
NOT INVESTIGATED NOT FRAUD 29.631
FRAUD NOT FRAUD 0
NOT FRAUD FRAUD (415 - 333) = 82
FRAUD FRAUD (271 + 333) = 604
Table 5. Base Model Final Results
6. Machine Learning Process
The machine learning process is not complete if we do not feed the model with new infor-
mation. A year later, we recalibrated the model with new data (see Table 6).
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PERIOD Jan15-Jan17 Jan15-Jan18
Claims 303,166 479,454
Observed Fraud 2,641 4,299
Cluster Score 92.8% 97.13%
Recall Score 96.4% 97.4%
Precision Score 83.3% 90.4%
Table 6. Base Model with the machine-learning process applied
The base model greatly improves the homogeneity of the fraud and non-fraud clusters.
In particular, it provides a gain of 7% in the precision score and a slight gain in the recall
score.
7. Conclusions
This paper has sought to offer a solution to the problems that arise when working with highly
unbalanced datasets for which the labelling of all the classes is unknown. In such cases, we
usually dispose of a few small samples that contain highly valuable information. Here, we
have presented a fraud detection case, drawing on the data provided by a leading insurance
company, and have tested a new methodology based on semi-supervised fundamentals to
predict fraudulent accident claims.
At the outset, the IO did not investigate many cases (around 7,000 cases from a total of
303,166). Of these, only 2,641 were actually true positives (0.8% of total claims), with a
success rate of 48%. Thanks to the methodology devised herein, we can now investigate the
whole spectrum of cases automatically, obtaining a total recall of 96-97% and a precision of
83-90%. In spite of the complexity of the initial problem, where the challenge was to detect
outliers without knowing anything about 99.2% of the sample, the methodology described
has been shown to be capable of solving the problem with great success.
11
Sebastia´n M. Palacio
References
Manuel Arts, Mercedes Ayuso, and Montserrat Guillen. Modelling different types of auto-
mobile insurance fraud behaviour in the spanish market. Insurance: Mathematics and
Economics, 24(1-2):67–81, 1999. URL https://EconPapers.repec.org/RePEc:eee:
insuma:v:24:y:1999:i:1-2:p:67-81.
Manuel Arts, Mercedes Ayuso, and Montserrat Guillen. Detection of automobile insurance
fraud with discrete choice models and misclassified claims. 69:325 – 340, 09 2002.
Rekha Bhowmik. Detecting auto insurance fraud by data mining techniques. 2:156–162, 04
2011.
Christopher R. Bollinger and Martin H. David. Modeling discrete choice with response
error: Food stamp participation. Journal of the American Statistical Association, 92
(439):827–835, 1997. URL http://www.jstor.org/stable/2965547.
Stephen Chiu. Fuzzy model identification based on cluster estimation. 2:267–278, 01 1994.
Martin Ester, Hans-Peter Kriegel, Jorg Sander, and Xiaowei Xu. A density-based algorithm
for discovering clusters a density-based algorithm for discovering clusters in large spatial
databases with noise. In Proceedings of the Second International Conference on Knowledge
Discovery and Data Mining, pages 226–231. AAAI Press, 1996. URL http://dl.acm.
org/citation.cfm?id=3001460.3001507.
Kevin J. Leonard. Detecting credit card fraud using expert systems. 25:103–106, 09 1993.
Christophe Leys, Christophe Ley, Olivier Klein, Philippe Bernard, and Laurent Licata.
Detecting outliers: do not use standard deviation around the mean, use absolute deviation
around the median. JOURNAL OF EXPERIMENTAL SOCIAL PSYCHOLOGY, 49(4):
764–766, 2013. URL http://dx.doi.org/10.1016/j.jesp.2013.03.013.
Alexander Lindholm. A study about fraud detection and the implementation of suspect -
supervised and unsupervised erlang classifier tool, 2014. ISSN 1401-5749.
F. T. Liu, K. M. Ting, and Z. H. Zhou. Isolation forest. In 2008 Eighth IEEE International
Conference on Data Mining, pages 413–422, 12 2008.
Ke Nian, Haofan Zhang, Aditya Tayal, Thomas Coleman, and Yuying Li. Auto insurance
fraud detection using unsupervised spectral ranking for anomaly. The Journal of Finance
and Data Science, 2(1):58–75, 2016. URL http://www.sciencedirect.com/science/
article/pii/S2405918816300058.
Richard Oentaryo, Ee-Peng Lim, Michael Finegold, David Lo, Feida Zhu, Clifton Phua,
Eng-Yeow Cheu, Ghim-Eng Yap, Kelvin Sim, Minh Nhut Nguyen, Kasun Perera, Bi-
jay Neupane, Mustafa Faisal, Zeyar Aung, Wei Lee Woon, Wei Chen, Dhaval Pa-
tel, and Daniel Berrar. Detecting click fraud in online advertising: A data min-
ing approach. Journal of Machine Learning Research, 15:99–140, 2014. URL http:
//jmlr.org/papers/v15/oentaryo14a.html.
12
Detecting Outliers with Semi-Supervised Machine Learning
Clifton Phua, Damminda Alahakoon, and Vincent Lee. Minority report in fraud detection:
Classification of skewed data. SIGKDD Explor. Newsl., 6(1):50–59, June 2004. doi:
10.1145/1007730.1007738. URL http://doi.acm.org/10.1145/1007730.1007738.
Yusuf Sahin and Ekrem Duman. Detecting credit card fraud by decision trees and support
vector machines. 1:442–447, 03 2011.
Aastha Sharma, Setu K. Chaturvedi, Bhupesh Gour, Folorunsho Olaiya, Adesesan B.
Adeyemo, Barnabas Adeyemo, Zahoor Jan, Muhammad Abrar, Shariq Bashir, and Yujie
Zheng. A semi- supervised technique for weather condition prediction using dbscan and
knn. 2014.
S. Viaene, R. A. Derrig, and G. Dedene. A case study of applying boosting naive bayes to
claim fraud diagnosis. IEEE Transactions on Knowledge and Data Engineering, 16(5):
612–620, 05 2004.
Stijn Viaene, Mercedes Ayuso, Montserrat Guillen, Dirk Van Gheel, and Guido Dedene.
Strategies for detecting fraudulent claims in the automobile insurance industry. European
Journal of Operational Research, 176(1):565–583, 01 2007. URL https://ideas.repec.
org/a/eee/ejores/v176y2007i1p565-583.html.
Masoumeh Zareapoor and Pourya Shamsolmoali. Application of credit card fraud detection:
Based on bagging ensemble classifier. Procedia Computer Science, 48:679–685, 2015. URL
http://www.sciencedirect.com/science/article/pii/S1877050915007103.
13
Sebastia´n M. Palacio
Appendix A. Cluster Score
C1 Score
The C1 score calculates the probability that a revealed fraud point belongs to group J and
that this probability is weighted by the total number of fraud points in that group divided
by the total cases of fraud revealed. Mathematically this can be expressed as:
C1 =
∑
j=1...n x
j
fraud
XTj
∗ xjfraud
XTfraud
∈ [0, 1]
where xjfraud is the revealed fraud point in cluster group j. X
T
j is the total number of points
in group J . And XTfraud is the total number of fraud cases revealed.
Basically, we calculate the probability of a point belonging to a specific group j (
∑
j=1...n x
j
fraud
XTj
)
and we weight these values by the participation of its points in the fraud group revealed.
Our objective is to maximize C1; basically, this means ensuring all cases of revealed fraud
are in the same groups. The limit C1 = 1 implies that in the j groups we only have re-
vealed fraud points. However, this is not what we want. Therefore, we have to balance this
function with another function.
C2 Score
C2 is the inverse case of C1. Here, we calculate the probability of unrevealed fraud belong-
ing to group J .
C2 =
∑
j=1...n x
j
not−fraud
XTj
∗ xjnot−fraud
XTnot−fraud
∈ [0, 1]
And the objective is the same as that above in the case of C1: to cluster this group
without assigning revealed fraud to these clusters.
Cluster Score
Individually maximizing C1 and C2 leaves us in an unwanted situation. Basically, they
are both trying to be split. However, notice that
xjfraud
XTj
=
1−xjnot−fraud
(XTj
. Therefore, when
we maximize one, we minimize the other. If we maximize both together, this results in a
trade-off between the two, a trade-off in which we can choose. Moreover, as pointed out
above, we actually want to maximize C1 subject to C2. Consequently, the fraud score is
constructed as follows:
CS = (1 + α2)
C1 ∗ C2
C1 + C2 ∗ α
14
Detecting Outliers with Semi-Supervised Machine Learning
With α1. If α = 1, C1 and C2 will have the same weight. But if we assign α > 1, this
will reduce the charge of C2.
In conclusion, with this CS we have an objective parameter to tune the unsupervised model.
Basically, we can maximize CS. The only decision that remains for us is to determine the
relevance of α.
Practical Example
Imagine we have the following output from an unsupervised model:
Class Label
0 1
0 2
0 3
0 1
1 2
1 2
1 3
0 3
0 3
0 2
0 1
0 3
1 2
0 1
1 2
Table 7. Class and Labels
The classes represent fraud (=1) and unlabeled (=0). The output label is the clustering
label. As can be seen, just 33% of cases represent detected fraud. If we group the class by
clusters:
Label Class Subtotal Class Total
1 0 4 4
1 1 0 4
2 0 2 6
2 1 4 6
3 0 4 5
3 1 1 5
Table 8. Grouping labels and classes
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As is evident, the fraud class tends to be assigned to the second cluster.
First we calculate C1.
C1 =
0
4 ∗ 0 + 46 ∗ 4 + 15 ∗ 1
5
= 0.5733
Then we calculate C2 using a similar formula.
C2 =
4
4 ∗ 4 + 26 ∗ 2 + 45 ∗ 4
10
= 0.7867
As can be seen, C1 gives worst results as its core group (group 2) is quite contaminated
(66% of observations actually correspond to cases of fraud). This effect represents 93% of
the total effect. The effect of mismatching the core group (1/5) is negligible, which stresses
the importance of constructing a strong core group.
This conclusion is notorious in the case of C2. Non-identified classes are highly robust in
two groups (1 and 3).
If we calculate the CS with α = 2 (balanced C1 and C2) we obtain:
CS = 0.602
which is a value very close to 0.5733. This formula allows us to balance our results, giving
greater weight to the lower score. We should stress we want both good and balanced scores;
thus, C1 = 0, C2 = 1 is not the same as C1 = 0.5, C2 = 0.5. Indeed, the former returns a
CS = 0. If we compare the mean with the CS:
C1 C2 Mean CS
0.0 1.0 0.5 0.00
0.1 0.9 0.5 0.18
0.2 0.8 0.5 0.32
0.3 0.7 0.5 0.42
0.4 0.6 0.5 0.48
0.5 0.5 0.5 0.50
0.6 0.4 0.5 0.48
0.7 0.3 0.5 0.42
0.8 0.2 0.5 0.32
0.9 0.1 0.5 0.18
1.0 0.0 0.5 0.00
Table 9. Grouping labels and classes
As can be seen, we obtain the same unbalanced scores as the balanced outcomes for the
mean score. CS penalizes the unbalanced scores. This is why we obtain different results
with the same proportions.
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However, we can make adjustments in terms of the relevance we attach to each group. If
we raise α, we penalize the C2 results, and vice versa.
What happens if we choose α > 2?
C1 C2 α = 2 α = 4 α = 6
0.1 0.9 0.05 0.02 0.02
0.2 0.8 0.09 0.05 0.03
0.3 0.7 0.14 0.07 0.05
0.4 0.6 0.17 0.10 0.07
0.5 0.5 0.20 0.12 0.08
0.6 0.4 0.22 0.14 0.10
0.7 0.3 0.22 0.15 0.11
0.8 0.2 0.20 0.16 0.12
0.9 0.1 0.14 0.14 0.12
Table 10. Grouping labels and classes
As is evident, we obtain two effects. First, while C1 increases, CS also increases (al-
though C2 decreases at the same rate). But the effect present in the balanced case now
extends further. When we are at C1 = 0.7, the balanced effect tends to reverse the situa-
tion. The second effect is that the score curve is shifted downward. CS is now demanding
more strongly that C1 be higher; while the higher the beta value the stronger C1.
Online Appendix 1. Data and Source Code
Data and source code can be founded here: http://github.com/sebalp1987/outlier_
model
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